
COMMISSIONED BY



Interoperability Networks: 
Infrastructure for the Multi-Chain Future

2

COMMISSIONED BY2022

Research

Interoperability Networks: 
Infrastructure for the Multi-Chain Future

!"#$%&'()#*#+)'",'&- 09/23/22./$%0*"12+!#

Research

http://THEBLOCKCRYPTO.COM


Interoperability Networks: 
Infrastructure for the Multi-Chain Future

3

COMMISSIONED BY2022

Research

Introduction More blockchains. More crypto assets. 

Love it or hate it, these are two of the most unwavering trends in the 
blockchain ecosystem. 

A little over a decade since the emergence of Bitcoin, dozens of 
blockchains have launched and cultivated their own respective 
ecosystems. Many secure tens of billion dollars of value. Others secure 
hundreds of billions. Collectively, they are home to millions of crypto 
assets. 

With the rise of these blockchains, the elusive search for “one chain to 
rule them all” has effectively come to an end. A new quest centered on 
how one should navigate today’s increasingly complicated “multi-chain 
mesh” has begun.

Historically, these blockchain networks have been insular. Their 
development communities have been hard at work deploying their 
technology and building out their respective ecosystems. Users and 
developers have been required to pick and choose between one or a few 
chains. 

But that has begun to change over the past ~2 years.

User demand to transport assets and information between these 
different blockchains has surged to unprecedented levels. Developers 
are deploying applications across multiple chains and seeking to take 
advantage of new technologies to deliver best-in-class Web3 user 
experiences - regardless of which chain that experience may be delivered 
on. 

Interoperability networks that facilitate cross-chain value and information 
transfer have emerged to meet these pressing demands. While they 
are still in relatively early stages of development and adoption, all signs 
point to these networks playing an increasingly important role in binding 
together the intricate multi-chain landscape to provide seamless Web3 
experiences for users.
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This research report outlines the current state of these interoperability 
networks. It begins by providing an overview of the multi-chain landscape, 
explains the different classes of interoperability solutions in the market 
today, analyzes the data that captures relative levels of adoption, and 
identifies catalysts and challenges to their adoption over the coming 
months and years. 

Introduction
(Continued)



Axelar delivers secure cross-chain communication. That means dApp 
users can interact with any asset, any application, on any chain, with one 
click. You can think of it as Stripe for Web3. Developers interact with 
a simple API atop a permissionless network that routes messages and 
ensures network security via proof-of-stake consensus.

Axelar has raised capital from top-tier investors, including Dragonfly 
Capital, Polychain Capital, Coinbase, and Binance. Partners include 
major proof-of-stake blockchains, such as Avalanche, Cosmos, Ethereum, 
Polkadot and others. Axelar’s team includes experts in distributed 
systems/cryptography and MIT/Google/Consensys alumni; the 
co-founders, Sergey Gorbunov and Georgios Vlachos, were founding team 
members at Algorand.

More about Axelar: docs.axelar.dev | axelar.network | GitHub |          
Discord | Twitter

The Block Crypto, Inc. - The Block is an information services company 
founded in 2018. Its research arm, The Block Research, produces research 
content covering the digital assets, fintech and financial services 
industries. 

The Block
Email: support@theblockcrypto.com
Twitter: @TheBlock__

The Block Research
Email: research@theblockcrypto.com
Twitter: @theblockres
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If all users and applications resided on one blockchain, there would be no 
need for interoperability networks. 

But today users, applications, and liquidity are already fragmented across 
a number of different blockchains. All signs point to this fragmentation 
increasing over time as blockchains employ multi-chain development 
strategies. 

Multi-chain Development
“Multi-chain” is a word that gets thrown around a lot.  But what does it 
really mean? 

Two things really: 

(i) More independent blockchains are emerging

(ii) More of these independent blockchains are employing multi-chain 
frameworks 

More independent blockchains are emerging

The trend towards more independent blockchains has been most 
pronounced for smart contract platforms or networks which are similar to 
Ethereum in that they support general-purpose application development 
(e.g., payments, decentralized exchange, decentralized lending, asset 
issuance, NFT minting and trading, etc.).

In 2015, Ethereum was just about the only blockchain that offered 
general-purpose computation. 

Around 2017, a cohort of “ETH Killers” (e.g., Cardano, NEO, Tezos, TRON) 
came on the scene as the first challengers to Ethereum. Around 2020, 
another class of layer-1 competitors (e.g., Avalanche, BNB Chain, Solana) 
introduced new ideas for how to increase blockchain scalability and 
rapidly began onboarding users and applications. Around that same 
time, the first “networks of networks” (e.g., Cosmos, Polkadot) deployed 
their novel development frameworks for launching interoperable and 
application-specific blockchains.  

Part 1: Interoperability Origins
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In late 2021 and early 2022, layer-2 networks (e.g., Arbitrum, Optimism, 
StarkNet) emerged as new venues for transaction execution that enhance 
scalability yet still rely on established layer-1 networks for security. And 
just over the past ~3 months, several new layer-1 blockchains (e.g., Aptos, 
Sei, Sui) announced they would be launching networks later this year. 

Some of these blockchains have introduced novel technology. Others have 
been “copy cats'' that mimicked prior approaches. Some have generated 
sustained developer and user interest. Others would now pass as “zombie 
chains” with relatively low levels of developer and user adoption. 

Nonetheless, with each successive wave of new chains launching, it has 
become more and more apparent that the blockchain economy will require 
many chains to achieve scale and deliver best-in-class user experiences - 
not just one or a handful. 

Part 1: Interoperability Origins



Interoperability Networks: 
Infrastructure for the Multi-Chain Future

11

COMMISSIONED BY2022

Research

More independent blockchains are employing multi-chain frameworks

Executing all transactions directly on one blockchain has proven 
challenging. 

Ethereum’s high transaction fees provide the clearest example of these 
single chain scaling challenges. In tandem with the network’s increase 
in usage, transaction fees on Ethereum have skyrocketed from fractions 
of a cent to tens, hundreds, and, in some cases, thousands of dollars. 
To overcome its scalability challenges, the Ethereum development 
community has embraced layer-2 networks as its de-facto scaling strategy 
and forged full steam ahead with a multi-chain development strategy. 

“The reason we’ve gone for sharded [multi-chain] is basically we 
have no choice … You can’t do everything on a single core. If you 
think of the web, it ’s fundamentally asynchronous. You are making 
queries to tons of servers.”  - Justin Drake, Researcher at The Ethereum 
Foundation (The Block Layer-1 Webinar, September 2021)

But Ethereum was not the first network to pursue this multi-chain 
strategy. 

As early as 2016, the vision for Cosmos, a multi-chain development 
framework, was articulated in a whitepaper titled ”A Network of 
Distributed Ledgers”. In contrast to other networks at this time, Cosmos 
was founded on the basis that there would be many blockchains that 
would need to communicate with each other. Rather than develop one 
blockchain where applications could be deployed as smart contracts, 
Cosmos developers introduced a “blockchain in a box” solution (i.e., the 
Cosmos software development kit) which enabled developers to deploy 
their own application-specific blockchains geared towards servicing one 
or few use cases. 

Part 1: Interoperability Origins

https://v1.cosmos.network/resources/whitepaper
https://v1.cosmos.network/resources/whitepaper
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“Smart contracts are great for some use cases … The issue comes when 
we start trying to write applications as smart contracts … If you are 
building an entire application that is supposed to have a community 
around it and have a long-term use [case]... you want to write it into 
the core logic of the chain … Why not optimize each blockchain for its 
use case?” - Sunny Aggarwal, Co-founder at Osmosis Labs (“Cosmos: 
Many Chains, One Ecosystem” presentation, January 2018)

Today, Ethereum and Cosmos are far from the only chains which are 
employing multiple blockchains to achieve scale and support innovative 
application development. Many of today’s leading layer-1 networks are, in 
one way or another, going down the multi-chain development route.

While multi-chain development has proliferated, it has introduced a new 
class of challenges for users.

What challenges does multi-chain cause?

Life is simpler with one blockchain. 

One security framework (e.g., proof-of-work, proof-of-stake, proof-of-

Part 1: Interoperability Origins
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authority) prevents the network from being subverted by one or few 
entities. One consensus mechanism (e.g., Nakamoto’s longest chain rule, 
Tendermint) determines how the network comes to agreement and how 
transactions are finalized. One development environment (e.g., Ethereum 
Virtual Machine) dictates how applications are coded and they can 
interact with each other. 

The proliferation of multi-chain development has made life more 
complicated. 

Different chains employ different security frameworks, different 
consensus mechanisms, and different development environments. Given 
these differences, value and information do not flow between these 
different networks by default. To date, the bulk of value flow between 
these different networks has been facilitated by layer-1 bridges which are 
typically constructed on an ad-hoc basis and allow users to transport 
tokens from one blockchain to another. 

But from a user’s perspective, these bridges have also caused (i) 
increased complexity, (ii) increased friction, and (iii) heightened security 
risks. 

Increased Complexity: When 1 USDC ! 1 USDC

The proliferation of Circle’s USD Coin (USDC) provides a good example 
of how complex the multi-chain landscape can get. USDC is stablecoin 
which is backed 1:1 with the US dollar and cash equivalents. All else equal, 
1 USDC = 1 USD. 

However, given the proliferation of this multi-chain framework, there are 
now ~20 different versions of USDC in circulation. Circle issues USDC 
natively on 8 blockchains. Additionally, USDC issued on these 8 networks 
has since been transported to 13 other blockchains via a number of 
bridges.

Part 1: Interoperability Origins
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Accordingly, when users want to transact in USDC, several new questions 
can arise. These questions include: 

(i) Which of the ~20 blockchains does this USDC actually reside 
on? In the absence of interoperability networks, USDC can only be 
transferred between users transacting on the same blockchain.

(ii) Is the USDC natively issued or was it transported to the chain in 
question through a layer-1 bridge? Bridged USDC effectively represents 
a claim on natively issued USDC.  The reliability of this claim is a 
function of the underlying security mechanism of the interoperability 
solution used to transfer it. Accordingly, even if this bridged USDC 
resides on the same blockchain, if it was transported via different 
bridges, it is not directly interchangeable. Confused yet?

Increased User Friction: Quantifying the Clicks

Historically, making cross-chain transactions has been far from a 
seamless process for users. 

They typically take several minutes to be confirmed. They require users to 

Part 1: Interoperability Origins
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exit application interfaces to interact with third-party bridging software. 
They can require users to make additional transactions on centralized and 
decentralized exchanges to source the tokens required to pay transaction 
fees on both source and destination chains. The list goes on. 

“Everyone understands that multi-chain is the future. But everyone 
is just fed up with these multi-chain experiences … That is what we 
are really going after … allowing the users to interact with applications 
from any blockchain with one click.” - Sergey Gorbunov, Co-founder at 
Axelar (Flipside Crypto Interview, August 2022)

Co-founder and CEO of LayerZero Labs (an interoperability network 
development organization), Bryan Pellegrino, illustrates these 
inconveniences in a demo conducted in November 2021. During the demo, 
Pellegrino showcases how a cross-chain transfer using layer-1 bridges 
typically takes ~7 to ~13 minutes to complete, requires as many as 50 
clicks, and requires the user to have multiple pre-funded wallets to pay for 
transaction fees. 

Heightened Security Risk

In addition to these complexities and inconveniences that layer-1 bridges 
introduce, they have also emerged as a major source of risk for users. 
As demonstrated in Part 4 of this report, upwards of $2 billion worth of 
crypto assets have been misappropriated in cross-chain exploits over the 
past ~18 months. 

Clearly, there is opportunity for improvement. 

De!ning Interoperability
Given these new challenges that multi-chain development has caused, a 
class of universal interoperability networks have emerged. Many of them 
envision making cross-chain transactions easier and safer for blockchain 
developers and users.  

Before getting to them, a definition for interoperability is required. 

Part 1: Interoperability Origins

https://www.youtube.com/watch?v=JFnF1dgbF00&t=5s
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Defining Interoperability

Interoperability is a loaded term.

In one sense, centralized digital asset exchanges such as Coinbase could 
be considered the earliest interoperability platforms. Through these 
centralized intermediaries, users can move value from one blockchain to 
another by executing trades. 

Example: Consider a user that holds Ethereum’s native asset ETH 
but wants to transact on Solana. Said user could open an account at 
Coinbase and trade ETH for SOL. Once in position of the SOL, the user 
can withdraw it from Coinbase and use it in applications deployed       
on Solana. 

In another sense, decentralized exchanges such as Uniswap could be 
considered interoperability solutions. They allow users to trade assets 
which reside on the same blockchain without the use of centralized 
intermediaries. 

Example: Consider a user that holds ETH on Ethereum but wants 
to exchange it for USDC which is also issued on Ethereum. Using 
a decentralized exchange such as Uniswap, the user's trade would 
be executed by validators that execute smart contracts deployed on 
Ethereum - not a centralized company. 

For the sake of this report, interoperability networks are most easily 
defined by outlining how they differ from these centralized and 
decentralized exchanges. 

Three distinctions are most apparent when comparing them: 

(i) Unlike centralized exchanges, interoperability networks do not rely on a 
single centralized party to facilitate value transfer. 

(ii) Unlike decentralized exchanges, interoperability networks allow for 
value transfer across many different blockchains - not just between assets 
issued on one blockchain. 

Part 1: Interoperability Origins
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(iii) Unlike centralized and decentralized exchanges, many interoperability 
protocols facilitate the exchange of any form of arbitrary data across 
different blockchains - not just fungible token transfers. 

Part 1: Interoperability Origins
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Today’s interoperability landscape can be segmented into four broad 
categories based on use case: (i) Universal Interoperability Networks,  
(ii) Layer-1 Bridges, (iii) Layer-2 Bridges, and (iv) Cross-Chain Liquidity 
protocols. 

Universal Interoperability Networks
Universal interoperability 
networks are the main focus 
of this report. They facilitate 
the exchange of arbitrary data 
across independent layer-1 
and layer-2 networks. Because 
they facilitate transfer of arbitrary data, they can support a wide variety 
of use cases (i.e., fungible token transfers, non-fungible token transfers, 
cross-chain smart contract calls, cross-chain account delegation, etc.) 
beyond just transferring tokens between two blockchains. 

While these networks are classified as  “universal”, in their current 
implementations, most of them support arbitrary data transfer between 
~10 to ~50 chains with development efforts underway to support 
additional chains. These networks will be discussed in detail in Part 3 of 
this report. 

Part 2: Segmenting the 
Interoperability Landscape
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Layer-1 Bridges
Layer-1 bridges typically 
facilitate token transfers 
between one or few 
independent layer-1 networks. 
In contrast to universal 
interoperability networks, they 
do not facilitate the transfer of arbitrary data between chains. They are 
typically developed by and, in some cases, operated by the development 
organizations behind their respective layer-1 networks. 

Bitcoin <> Ethereum

Launched in January 2019, Wrapped Bitcoin is one of the earliest 
examples of a layer-1 bridge. Wrapped Bitcoin facilitates the transfer 
of one Bitcoin-based asset (BTC) onto the Ethereum network in the 
form of Wrapped Bitcoin (WBTC). It arose out of end-user demand of 
Bitcoin users to put their BTC to productive use in Ethereum’s emerging 
decentralized finance (DeFi) ecosystem. As of today ~$5 billion worth of 
WBTC is currently in circulation on Ethereum.

BTC issued on Ethereum via WBTC is held in a series of Bitcoin multi-
signature wallets administered by digital asset custodian BitGo. 
Accordingly, the security of WBTC (i.e. the reliability of WBTC’s claim on 
underlying BTC) is largely a function of the security practices of one entity 
- BitGo. 

As will be demonstrated in 
the following section of this 
report, several universal 
interoperability networks 
have made significant strides 
in developing security 
mechanisms which reduce 
reliance on one or few 
entities to secure cross-chain 
messages.   

Part 2: Segmenting the 
Interoperability Landscape
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Ethereum <> Alternative Layer-1

Following the emergence of WBTC, several other bridging constructs that 
allow users to transport assets between Ethereum and other alternative 
layer-1 blockchains (e.g., Avalanche, BNB Chain, Solana, etc.) have 
emerged. 

These bridges are typically constructed on an ad-hoc basis and designed 
solely to facilitate the transfer of tokens between Ethereum and their 
respective blockchains. Similar to WBTC, many of these layer-1 bridges 
can be reliant on relatively centralized security mechanisms (e.g., 
federated multisignatures) to transport value across their respective 
chains. 

As displayed in the chart below, the total value locked (i.e., the dollar 
amount of cross-chain assets secured at one point in time) in top layer-1 
bridges reached as high as ~$80 billion in early 2022, but has since 
declined to ~$30 billion as of August 2022. 

Part 2: Segmenting the 
Interoperability Landscape
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Layer-2 Bridges
Layer-2 bridges facilitate 
value transfer between layer-1 
networks (i.e., Ethereum) 
and layer- 2 networks (e.g., 
Arbitrum, Optimism, StarkNet). Similar to layer-1 bridges, these layer-2 
bridges are typically maintained by layer-2 development organizations and 
only offer users the ability to move funds onto and off of layer-2 networks 
- not between layer-2 networks.

While layer-2 networks have generated significant community interest, the 
value which has been transported to them (approximated by total value 
locked) remains relatively low compared to layer-1 bridges. Total value 
locked in layer-2 bridges peaked around ~$9 billion in March 2022 and 
sat at ~$6 billion as of August 2022 compared to the ~$30 billion that was 
secured by layer-1 bridges as of August 2022. 

Part 2: Segmenting the 
Interoperability Landscape
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Layer-2 bridges typically require users to wait several hours (in the case 
of ZK-Rollups) and ~7 days (in the case of Optimistic Rollups) to withdraw 
funds from layer-2 networks back to Ethereum layer-1. Accordingly, several 
cross-chain liquidity protocols, such as Connext, have emerged to bridge 
this gap and provide users accelerated withdrawals in exchange for a 
small fee.

Cross-Chain Liquidity Protocols
Decentralized exchanges allow 
users to swap assets which 
reside on one blockchain with 
other assets that reside on that 
same blockchain. However, a new class of cross-chain liquidity networks, 
which enable cross-chain swaps (i.e., trades of natively issued assets on 
one layer-1 or layer-2 for natively issued assets on a different layer-1 or 
layer-2) have emerged. 

In contrast to universal interoperability networks and layer-1/layer-2 
bridges, cross-chain liquidity networks rely on third party liquidity 
providers (LPs) to facilitate cross-chain value transfer. While the role of 

Part 2: Segmenting the 
Interoperability Landscape
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LPs differs across each of these individual networks, LPs are typically 
required to front capital to facilitate user trades of assets which reside 
on different blockchains. In return for providing this liquidity, they earn 
economic rewards in the form of swap fees paid by users and inflation 
rewards paid out of the native tokens of their respective networks. 

As displayed in the table above, several protocols with support for as 
many as 40 different blockchains have emerged and are supporting daily 
trading volumes in the single to double digits of millions. 

While these volumes still pale in comparison to leading decentralized 
exchanges (e.g., Uniswap has facilitated over $1 trillion since being 
launched in November 2018) and centralized exchanges (e.g., Coinbase 
facilitated ~$1.6 trillion of volume in 2021 alone), these liquidity networks 
represent some of the first examples of cross-chain applications. Several 
of them have emerged as heavy users of universal interoperability 
networks and rely on them to secure cross-chain transactions.

Part 2: Segmenting the 
Interoperability Landscape
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While there are many different moving parts of the multi-chain ecosystem, 
universal interoperability protocols are beginning to establish themselves 
as cross-chain development platforms that sit at its base layer. 

As displayed in the table below, leading universal interoperability 
networks currently support message passing between ~5 to ~50 
independent layer-1 and layer-2 blockchains. In contrast to layer-1 
and layer-2 bridges, the development organizations of universal 
interoperability networks are actively expanding the breadth of their 
networks to support more chains.

Project Selection Methodology: The selection of universal 
interoperability networks analyzed in this section is qualitative in 
nature. It comprises a range of networks with different underlying 
security mechanisms, different supported networks, and different levels 
of adoption. The combination of these factors makes them a useful 
sample set for drawing conclusions about the broader interoperability 
landscape.

Part 3: Overview of Universal 
Interoperability Networks
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Who Supports Which Chains?
Which interoperability networks are capable of supporting which 
blockchains is largely a function of the technical underpinnings of 
different layer-1 and layer-2 networks. In their current implementations, 
most universal interoperability networks specialize in facilitating 
cross-chain messaging between one or few different development 
environments. 

Example: Cosmos’s Inter!Blockchain Communication protocol (IBC) can 
only be used to facilitate communication between blockchains which 
were launched using the Cosmos software development kit (Cosmos 
SDK). Polkadot’s Horizontal Relay-routed Message Passing (HRMP) 
only facilitates communication between different Polkadot parachains. 
Wormhole is the de-facto interoperability network that facilitates cross-
chain messaging between Ethereum and Solana. Axelar facilitates 
cross-chain messaging between chains launched using the Cosmos 
SDK and chains which are compatible with the Ethereum Virtual 
Machine (EVM).

Technical Overview
How universal interoperability networks secure cross-chain value transfer 
is one of their biggest differentiating features. 

“[With cross-chain messaging protocols] we are taking data that exists 
on one chain and finding a way to get it onto a destination chain. So, 
the question we have to ask is … who is in charge of reading what is 
happening on one chain and posting it to the other?” - Pranay Mohan, 
CEO at Nomad (The BlockCrunch Podcast, May 2022). 

At an operational level, this requires validating that the entities in charge 
of reading data on one blockchain and writing it to another blockchain do 
not collude (or by extension can’t be forced by a third party to collude) to 
subvert the network or prevent it from passing cross-chain messages. 

Part 3: Overview of Universal 
Interoperability Networks
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This report identifies 5 security mechanisms currently employed 
by universal interoperability networks: (i) stake-based systems, (ii) 
reputation-based systems, (iii) proof-based systems, (iv) internally verified 
systems, and (v) user-defined systems. 

Stake-based 

In stake-based protocols, the security of cross-chain value transfer is 
“backstopped” by the validators of an external independent blockchain 
network. Much like the layer-1 networks which they connect, validators 
in stake-based interoperability networks stake liquid blockchain tokens 
to receive financial rewards (i.e., token inflation) for verifying cross-
chain transactions. Additionally, they are exposed to financial penalties 
(i.e., slashing) for failing to perform their duties or trying to subvert their 
respective networks. 

Part 3: Overview of Universal 
Interoperability Networks
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Given that these networks employ their own intermediary chains, they can 
be extended to a wide variety of different networks. Given they operate on 
a permissionless basis (i.e., anyone with the requisite financial stake and 
computer hardware can participate), they have the capability to support 
highly decentralized decision making processes to secure cross-chain 
messages. 

Stake-based systems are predicated on an “M” of “N” security model. 
In these systems, a pre-defined subset (M) of the total value staked or 
bonded (N) need to reach agreement in order for cross-chain messages to 
be passed. In most stake-based systems, “M” is parameterized to !+1. In 
other words, greater than ! of the total value staked needs to validate a 
cross-chain message before it is passed. 

Accordingly, the security guarantees of stake-based networks are 
underpinned by incentives that affect token holders and validators. These 
incentives include staking rewards, fees, and the notional value of tokens 
being staked. All else equal, the more valuable the stake which is put at 
risk, and the more distributed this stake is across independent entities, 
the more secure stake-based networks are.

Reputation-based

Similar to stake-based models, reputation-based systems are also 
predicated on an “M” of “N” security model. However, in contrast to 
stake-based systems in which “M” and “N” are a function of financial 
stake put at risk, in reputation-based models, “M” and “N” are a function 
of the number of identified entities in the validator set. Once a pre-defined 
number (typically also !+1) of these validators come to agreement, 
messages can be passed between the chains that they support.

Part 3: Overview of Universal 
Interoperability Networks



Interoperability Networks: 
Infrastructure for the Multi-Chain Future

30

COMMISSIONED BY2022

Research

Example: Wormhole’s network is secured by an identified set of 19 
validators (guardians) who are tasked with verifying the validity of 
cross-chain messages. A cross-chain message is only passed if 13 of the 
19 validators come to consensus on its validity.

As these systems do not require validators to bond liquid tokens and 
operate with a known set of participants, they are considered reputation-
based. Carrying out malicious acts or failing to put in place adequate risk 
management policies (which would put user funds at risk) could be traced 
directly to validating entities and impact their standing in the industry. 

“Because of the role they [the guardians] play in validating the 
authenticity of messages, the network trusts them to behave in an 
honest manner. But how can we assume they will? Simply put: they 
have much more to lose than to gain. The loss in confidence from a 
malicious action taken by a Guardian … would ultimately harm the 
Guardian’s reputation and result in financial repercussions in the 
networks where they operate.” - Wormhole (Twitter, August 2022)
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Proof-Based

Stake-based and reputation-based mechanisms only pass cross-chain 
messages once a quorum of their operators reach agreement. In contrast, 
proof-based systems are predicated on the idea that, if something 
fraudulent were to happen, one honest third party who is monitoring the 
network would be able to detect and prevent said fraud. In contrast to 
how stake-based and reputation-based mechanisms require agreement 
from their respective validator sets before processing transactions, proof-
based systems assume transactions are valid but have mechanisms in 
place whereby they can be disputed. 

These systems, which are referred to as optimistically verified,  are 
predicated on a “1” of “N” security model. Theoretically speaking, as long 
as one honest entity (typically referred to as a watcher) is monitoring the 
network and is capable of detecting and disputing fraud, these systems 
are secure. In the event that watchers suffer a distributed denial-of-
service (DDoS) attack, they could be rendered incapable of disputing 
fraud and the safety of the networks which they are monitoring could be 
compromised. 

“Watcher liveness failures in isolation are not an issue, as there will 
be multiple other Watchers running at any given time. However, all 
Watchers experiencing liveness failures is a massive risk to the 
system as the Updater's signatures would be taken as word after the 
optimistic timeout period.” - Nomad Website (August 2022)

Given that watchers need time to monitor cross-chain transactions and 
be capable of submitting proofs of fraud, cross-chain transactions in 
proof-based systems are not finalized until a pre-defined dispute period 
has elapsed. In the case of Nomad, (prior to its exploit and subsequent 
shutdown explained in Part 3 of this report) this dispute period was 
parameterized to 30 minutes. While this dispute period is far shorter than 
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the 7 day period typical of optimistically verified layer-2 networks, it can 
still represent a significant inconvenience for users. Accordingly, Nomad 
entered into a partnership with a cross-chain liquidity network, Connext. 
Depending on the depth of liquidity in Connext’s pools, Nomad users 
were capable of bypassing this 30 minute wait time by routing certain 
transactions through Connext.

Internally Verified

In contrast to all of the aforementioned systems, internally verified 
interoperability networks do not rely on external third parties for security. 
In these systems, validators of source and destination blockchains run 
light client software of peer chains (i.e., chains which they have direct 
cross-chain connections with) in order to “sync up” their states. 

Example: Cosmos Hub (a tendermint-based chain launched using 
Cosmos SDK) runs a light client of Osmosis (also a tendermint-based 
chain launched using Cosmos SDK) natively on its chain as a smart 
contract. Osmosis also runs a light client of Cosmos Hub natively on its 
chain as a smart contract. 

Accordingly, cross-chain communication between chains in internally 
verified systems can be cross-referenced by validators of their respective 
networks without reliance on external entities. Hence, the security of 
internally verified systems is a function of source and destination chain 
security. In the case of Cosmos IBC, cross-chain messages are passed 
by relayers. These relayers (~120 at the time of writing) scan the states 
of source and destination chains and submit IBC transactions along 
with proofs of their validity (i.e. block headers) to effect cross-chain 
transactions for users.

Given that they run light client software, validators on these source and 
destination chains should always be capable of verifying cross-chain 
messages (i.e., that block headers submitted by relayers were indeed 
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valid) even if a relayer submits malicious or fraudulent transactions. At 
the time of writing, Cosmos Hub and Osmosis had 175 validators and 135 
validators, respectively.

While research and development efforts to expand IBC to other 
ecosystems such as Ethereum and Solana are underway, IBC currently 
only facilitates cross-chain message passing between chains built with 
the Cosmos SDK. Writing and deploying light client software is a highly 
complex task that requires significant development efforts. For example, 
Cosmos IBC was first detailed as early as 2016, but it was not until ~5 
years later in March 2021 that it was deployed in production. 

User-Defined

In contrast to the aforementioned systems which typically provide users 
with an “off-the-shelf” security guarantee, user-defined networks such 
as LayerZero allow applications to customize their own security. These 
systems are secured by two independent and generalizable entities: 
oracles and relayers. 

Oracles are tasked with moving information (i.e., block headers) from 
source chains to destination chains. In the context of user-defined 
interoperability networks, oracles are customizable and permissionless 
(i.e., they can theoretically be operated by anyone)

Example: LayerZero’s current default configuration employs a 
reputation-based oracle which is operated by three digital asset 
industry participants: (i) FTX - a leading centralized digital asset 
exchange, (ii) Polygon - a development studio incubating Ethereum-
compatible blockchains, and (iii) Sequoia Capital - a venture         
capital firm. 
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Relayers are tasked with submitting transaction proofs which are 
validated on the destination chains. Under the current default 
configuration, LayerZero Labs, the core development organization behind 
LayerZero, runs the LayerZero network relayer. 

The security of user-defined interoperability systems will ultimately be 
a function of how difficult it would be for oracles and relayers to collude 
(or be forced to collude by a third party). Given the generalizable nature 
of oracles and relayers and the variety of oracle <> relayer combinations 
which are expected to be employed, the security of user-defined systems 
is expected to vary on an application by application basis. 

“One of the issues we had with existing systems was that all 
parameterization lived at the technology layer … Applications have 
different needs for where they need to live on this cost for security 
curve… Most [small applications] will say Chainlink is my oracle, 
Coinbase is my relayer … But then you have larger applications that 
have the ability to run one of these components themselves and 
have complete control over their own security.” - Bryan Pellegrino, 
Co-founder and CEO at LayerZero Labs (Stanford Blockchain Club 
Interview, May 2022). 

In contrast to internally verified systems which stream block headers that 
track all transactions conducted on source and destination chains, user-
defined systems such as LayerZero have implemented ad-hoc header 
streaming whereby oracles only stream headers when necessary to 
facilitate cross-chain message passing. 

Is there really such a thing as a “trustless” 
interoperability?

While most of the development organizations incubating interoperability 
networks have the aim of decentralizing the operation of their respective 
networks, their networks would best be described as having the goal of 
being “trust-minimizing” rather than being fully “trustless”.  
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Stake-based and Reputation-based systems

The best starting point for analyzing how “trust-minimizing” stake-based 
and reputation-based networks are is by examining the total number of 
entities that participate in securing them. While there is no fool-proof way 
to determine whether these entities are truly independent, all else equal, 
the more entities that participate in validating cross-chain transactions, 
the more difficult it would be for one or few entities to subvert the 
network or for one entity to gain control over the predefined subset of 
signing power (M). 

As displayed in the chart below, top stake-based and reputation-based 
interoperability networks (including layer-1 bridges) are operated by 
as few as 1 and as many as 100 validators. Given their relatively early 
stages of development, it is not surprising that validator counts for 
interoperability networks are currently far below those of layer-1 networks 
which have hundreds or, in some cases, thousands of validators. 
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What is the potential for increased validator counts?

In stake-based systems, the number of validators and the distribution of 
financial stake amongst them may fluctuate with market conditions. Given 
that stake-based networks are permissionless, they can be operated 
by theoretically anyone with the requisite computational resources and 
financial stake. 

Given the publicly identifiable nature of validators and their relatively 
small number, the operation of reputation-based networks is relatively 
centralized under most current implementations. However, related 
development organizations can (if they so desire) implement changes to 
democratize participation in their respective networks and expand the 
size of their validator sets. 

Example: Following the exploit of the Ronin bridge in March 2022, Sky 
Mavis (the key development organization behind Axie Infinity and the 
Ronin Sidechain) has since increased the number of validators for the 
Ronin bridge from 9 (at the time of the attack) to 17 as of the time of 
writing. Sky Mavis has also stated that it has the goal of reaching 21 
validators. 

Proof-based systems

How “trust-minimizing” and secure proof-based systems are is a function 
of how many honest entities are actually participating as watchers. Given 
their relatively early stages of development, systems such as Nomad 
(prior to its exploit) were operating with a permissioned set of watchers 
whereby only approved entities were capable of submitting fraud proofs. 
Given there are currently no explicit financial incentives that encourage 
watchers to detect fraud, the security of these systems (in their current 
form) is not too dissimilar for reputation-based systems whereby the 
incentives to secure the network are implicit in nature. 
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Internally Verified

Internally verified networks are “trust-minimizing” in the sense that they 
do not introduce new risk factors for users who are making cross-chain 
transactions. The security of these systems is a function of the security 
of their respective source and destination chains. All else equal, the more 
value being staked on these source and destination chains and the more 
distributed this stake is among independent entities, the more secure 
internally verified networks are. 

User-Defined

How “trust-minimizing” user-defined systems are will ultimately be a 
function of how truly independent oracles and relayers are across each 
application's implementation - which is expected to vary on a case-by-
case basis. Under current implementations, one could argue that there 
is centralization risk. For example, LayerZero’s default configuration 
currently only employs four independent entities to secure cross-
chain messages. However, in the future, there could be a wide variety 
of different mechanisms (e.g., stake-based systems) which govern 
how oracles function and how relayers validate these messages. How 
“trust-minimizing” a user-defined system is (at the macro level) will 
ultimately be a function of how many truly independent oracle and relayer 
configurations there are across its ecosystem. The number of these 
independent configurations is poised to increase with the raw number of 
entities providing oracle and relayer services. 

Which Approach is Right?

Clearly, underlying security mechanisms are an important consideration 
that impact cross-chain security. But there are also several other factors 
that come into play when application developers are deciding which 
interoperability networks they integrate with. Putting oneself in the 
mindset of an application developer can provide valuable insight. 
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Osmosis <> Axelar

Osmosis is a cross-chain liquidity protocol which enables users to swap 
assets residing on ~40 independent layer-1 blockchains. It was launched 
using the Cosmos SDK and supports IBC- enabled assets. While Osmosis 
already supports a large quantity of assets and chains in the Cosmos 
ecosystem, it hosted a (~3 hour long) bridge selection discussion earlier 
this year to choose an interoperability network which would facilitate the 
bulk of transfers from EVM chains to Osmosis. 

The aforementioned security mechanisms were front and center for most 
of the seminar. However, when it came to Osmosis actually picking a 
provider, a few interesting observations could be gleaned. 

• Osmosis developers prioritized finding an interoperability network 
that did not require its end users to go to a third party bridging 
website - they sought to deliver the cross-chain experience directly 
through their application. Axelar’s single deposit address (which 
abstracts away a large portion of back-end routing) was identified as 
a key feature for enabling this streamlined user experience. 

• Osmosis developers signaled a clear preference for partnering with 
one or few interoperability networks to streamline development 
efforts. Additionally, by partnering with one interoperability network, 
Osmosis would avoid having multiple instances of one token (which 
were all transported via different bridges) listed on its platform.

• Osmosis developers mentioned that this decision was relatively 
important as, once they picked an interoperability network, it would 
be difficult to switch to an alternate provider without introducing 
increased complexity for developers and users. 

Overall, these are insights gleaned from one application developer 
trying to provide the best user experience for one specific application. 
Different applications will have different preferences when it comes to 
selecting a universal bridging partner. Which chains interoperability 
networks support, what security mechanisms they employ, and what their 
development roadmaps look like are all additional considerations that 
could come into play. 
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While interoperability networks are still in relatively early states of 
adoption, several data series provide insight into activity across their 
ecosystems. This section presents data that spans three major categories 
(i) bridge exploits, (ii) on-chain data, and (iii) development organization 
fundraising. The section concludes with an overview of the native tokens 
launched or planned to be launched in conjunction with interoperability 
networks.

Bridge Exploits
Unfortunately, appearances of the word “bridge” have historically been 
accompanied by words such as “exploited”, “drained”, or  “hacked”. 

“It 's always safer to hold Ethereum-native assets on Ethereum or 
Solana-native assets on Solana than it is to hold Ethereum-native 
assets on Solana or Solana-native assets on Ethereum” - Vitalik Buterin, 
Co-founder of Ethereum (Reddit, January 2022).

As demonstrated in the previous section, transferring value and 
information cross-chain typically requires reliance on external security 
mechanisms which are operationalized by smart contract deployments. 
A report on the state of interoperability networks would not be complete 
without outlining what happens when vulnerabilities in these security 
mechanisms or their related smart contracts are exploited.

Let’s get this over with. 
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To date, upwards of $2 billion worth of crypto assets have been 
misappropriated in bridge exploits. The following section provides brief 
overviews of exploits on four major networks: The Ronin Bridge, Poly 
Network, Wormhole, and Nomad. 

Ronin

What is Ronin? 

Ronin is an Ethereum-compatible sidechain that powers the economy of 
the blockchain-based video game Axie Infinity. The chain was launched 
by Sky Mavis, Axie Infinity's development organization, to reduce user 
transaction fees and support Axie Infinity's large user base (estimated at 
~2 million daily active users at its peak).

Ronin’s bridge, which facilitates value transfer between Ethereum and 
Ronin, is secured by a hybrid stake-based and reputation-based security 
mechanism. An approved set of identifiable validators stake the network’s 
native token, RON, to facilitate cross-chain value transfer. As of March 
2022 (the time of the exploit), the Ronin chain was operated by nine 
validators. Four of these validators were operated by Sky Mavis at the 
time.  

How was Ronin Compromised?

On March 23rd 2022, an attacker 
managed to gain control over Sky 
Mavis’s four validators and a third-
party validator run by Axie DAO. As 
first reported by The Block, the hack 
was carried out by a third party that 
duped a senior engineer at Axie Infinity 
into applying for a fictitious job. When 
a fake “job offer” PDF was opened by 
the “candidate”, the hacker was able to 
infiltrate Ronin’s systems. 
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Once the attacker was in control of the validators (i.e., gained access 
to the private keys used to sign transactions), they withdrew most of 
the funds held in the Ronin bridge contract in just two transactions. 
The exploit totaled ~$620 million worth of ETH and USDC and was not 
discovered until ~6 days later on March 29th. The exploit has since been 
linked to North Korean hacking groups "Lazarus” and “BlueNorOff” by 
The United States Federal Bureau of Investigation.

What was the outcome of the Ronin exploit?

On April 6th (approximately one week after the exploit), Sky Mavis 
announced a $150 million fundraise to help reimburse users who 
were impacted by the exploit. The funding round was led by digital 
asset exchange Binance with participation from venture capital firms 
Andreessen Horowitz, Animoca Brands, Dialectic, and Paradigm.

The Ronin bridge was restarted on June 28th 2022. The restart required a 
hard fork in which all validators were required to update their software. In 
conjunction with the restart, according to Sky Mavis Co-founder and Chief 
Operating Officer Aleksander Larsen, the bridge was replenished with the 
outstanding user-owned ETH and USDC. 

Additionally, the new Ronin bridge design included a circuit-breaker 
mechanism designed to flag “large, suspicious withdrawals” and prevent 
events like this in the future. Since the exploit, Sky Mavis has also 
increased the number of Ronin validators from 9 to 17 in an effort to 
decentralize control over the bridge contract. 

Poly Network 

What is Poly Network?

Poly Network is a reputation-based interoperability network founded in 
August 2020. It was formed by an alliance between the teams behind 
three blockchain platforms - NEO, Ontology, and Switcheo. The network 
operates as a permissioned consortium chain whereby a pre-approved 
set of entities participate in validating transactions. At the time of writing 
it is unknown how many entities were participating in the Poly Network 
consortium. 
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How was Poly Network exploited?

On August 10th 2021, a hacker stole ~$273 million of Ethereum tokens, 
~$253 million in tokens on BNB Chain and ~$85 million in USDC by 
exploiting a bug in Poly Network’s access provisioning. According to 
cybersecurity firm SlowMist and security researcher Kelvin Fichter, 
the hack was made possible by a mismanagement of the access rights 
between two important Poly smart contracts which allowed the hacker to 
maliciously sign transactions. 

What was the outcome of the Poly Network exploit?

Following the exploit, the Poly Network hacker opened a dialogue with 
Poly Network developers. Poly Network promised to grant the hacker a 
$500,000 bounty for helping it identify a flaw in its systems, and even 
offered them a job as “chief security advisor.” 

By August 13th (approximately three days after the exploit), the hacker, 
later referred to as “Mr. White Hat”  would return all funds (with the 
exception of ~$33 million worth of USDT which was frozen by Tether’s 
parent company, Ifinex) which it had taken control over during the hack. 

Wormhole

What is Wormhole?

Wormhole is a reputation-based interoperability network. The network 
was launched in August 2020 via a partnership between blockchain 
engineering company Certus One and Solana’s development organization, 
Solana Labs. In August 2021. Chicago-based quantitative trading firm 
Jump Trading acquired Certus One for an undisclosed amount.  

How was Wormhole exploited?

On February 2, 2022, a hacker exploited a vulnerability in a Wormhole 
smart contract deployed on Solana which allowed it to spoof validator 
(guardian) signatures. By spoofing guardian signatures, the hacker was 
able to mint 120,000 WETH tokens (claims on Ethereum tokens) on Solana 
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without putting up any ETH collateral on the Ethereum blockchain. The 
attacker then bridged 93,750 of these WETH tokens to Ethereum, and 
withdrew unwrapped ETH from the Ethereum smart contract.

What was the outcome of the Wormhole exploit?

Following the exploit, Wormhole developers offered the hacker a $10 
million bounty to return the funds. After limited success, Jump Crypto, the 
blockchain-focused division of Jump Trading, would step in and replenish 
the entire 120,000 ETH (~$320 million at the time of the attack) the 
following day (February 3rd, 2022). The replenishment was funded with 
balance sheet assets from Jump Trading. 

“@JumpCryptoHQ believes in a multichain future and that @
WormholeCrypto is essential infrastructure. That’s why we replaced 120k 
ETH to make community members whole and support Wormhole now as 
it continues to develop.” - Jump Crypto (Twitter, February 2022). 

Nomad

What is Nomad?

Nomad is a proof-based interoperability protocol. Cross-chain 
transactions in the network are submitted by updaters and overseen by an 
independent set of watchers who observe the network and dispute invalid 
cross-chain messages. The network was launched in early 2022 and 
rapidly amassed $100 million in total value locked by June 2022. 

How was Nomad exploited?

On August 1st 2022, a hacker discovered a vulnerability in Nomad’s smart 
contracts. According to samczsun, the head of security at venture capital 
firm Paradigm, a recent update to one of Nomad’s smart contracts made 
it easy for users to spoof transactions. This meant that when a user 
transferred funds from one blockchain to another, Nomad allegedly never 
checked the amount, enabling the user to withdraw funds that didn’t 
belong to them.

Following an initial exploit by one hacker, more than 300 individual 
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addresses took funds from the Nomad bridge over the course of ~1 hour. 
In total, ~$190 million was drained from the bridge's smart contracts.

What was the outcome of the Nomad exploit?

Following the exploit, Nomad’s developers encouraged users to return 
funds to a public blockchain address posted on the Nomad website. As 
of August 17th 2022, ~$37 million (~20% of the total misappropriated 
funds) had been returned by white hat hackers to said blockchain 
address. Additionally, Nomad notified its community that it is working 
with blockchain analysis firm TRM Labs and law enforcement to return the 
misappropriated funds. 

The Nomad team has since announced intentions to restart the network 
in a three-phase process focused on (i) recovering the misappropriated 
funds, (ii) upgrading the network and completing a new protocol audit, 
and (iii) restarting the network and distributing the recovered funds. 

Summing up the exploits

In summary, the major exploits of top interoperability protocols 
showcase the heightened risks that come with cross-chain transactions. 
Exploits observed on layer-1 platforms (e.g., 51% attacks, smart 
contract malfunctions) can and have been “corrected” by development 
communities that have modified their chain's history to replenish user 
funds.

The same cannot be said for cross-chain exploits. Interoperability 
protocols do not have the ability to modify source and destination 
chain transactions. Once funds are misappropriated on these chains, 
interoperability development organizations have little to no ability 
to recover them.  Many users have been insulated from the financial 
consequences of these exploits due to white hat hackers returning funds 
or ecosystem stakeholders and investors replenishing funds. But there is 
no guarantee that this will continue to be the case.

Furthermore, these exploits showcase how cross-chain risk resides 
amongst two main dimensions: 
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(i) Vulnerabilities in smart contract code

(ii) Vulnerabilities in underlying security mechanisms

Vulnerabilities in smart contract code

In the aforementioned exploits, vulnerabilities in smart contract code 
enabled one or few users to maliciously sign transactions and circumvent 
the security mechanisms in place. Accordingly, interoperability 
development organizations typically have their smart contracts reviewed 
by third party audit firms prior to deploying technology in production. 

These audits can and do identify vulnerabilities in code and allow 
development organizations to mitigate a degree of smart contract risk. 
But given the technical complexity of interoperability networks and the 
heterogeneous development environments of their source and destination 
chains, they provide no formal guarantee that interoperability smart 
contracts do not have underlying vulnerabilities which could be exploited.

Vulnerabilities in underlying security mechanisms 

As demonstrated in the prior section, security mechanisms employed by 
interoperability networks can be relatively centralized. In the instance of 
the Ronin exploit, one could argue that the hack exposed a vulnerability in 
Ronin’s underlying security mechanism. The hacker only needed to gain 
control of 5 keys (4 of which were held by one entity) to drain the entire 
bridge. Over the long-term, sustained efforts to decentralize control over 
these security mechanisms and democratize network participation will be 
required to reduce these vulnerabilities. 

Despite the large setbacks that these exploits have caused, strong secular 
trends towards increased usage of interoperability protocols remain fully 
intact. 
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On-Chain Data
This section of the report analyzes three sets of on-chain data which 
capture levels of adoption of leading interoperability solutions: (i) total 
value locked, (ii) total cross-chain transaction values, and (iii) total cross-
chain transaction counts. 

Data collection methodology: The data in this section was sourced from 
a combination of public block explorers, third party data sources, and 
sourced directly from two development organizations (LayerZero Labs, 
Ztake.org) that were contacted by The Block Research.

Total Value Locked

Total value locked measures the dollar value of assets which an 
interoperability network is currently securing across different layer-1 and 
layer-2 networks.

As displayed in the chart below, trends in total value locked are correlated 
with broader market cycles. The total value locked in top universal 
interoperability protocols rose to as high as ~$15 billion in February 2022 
and has since declined ~70% to ~$5 billion by August 2022.
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Examining which chains this value is locked on can provide insight into 
the direction of cross-chain flows. As displayed in the chart below, the 
bulk of value locked in top interoperability protocols resides in Ethereum 
smart contracts. This implies that most users are using interoperability 
networks to transport Ethereum-based assets to other layer-1 and layer-2 
blockchains. 

Outliers to this trend include (i) Multichain which has ~60% of its value 
locked on alternative layer-1 blockchain Fantom, (ii) Stargate which has 
~20% and ~18% of its value locked in liquidity pools on Avalanche and 
Arbitrum, respectively, and (iii) Synapse which has ~20% of its value 
locked on Arbitrum. 

Total Cross-Chain Transfer Volume

Total cross-chain value transfer volume captures the amount of “trade” 
that an interoperability protocol is facilitating between different 
independent layer-1 and layer-2 networks. 
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“Imagine every blockchain right now as a small tribe living on an 
island in a vast archipelago. So what IBC enables is the discovery of 
shipbuilding … the moment a blockchain flips IBC on, people can 
start traveling back and forth and participate in cross-island trade of 
various goods that each island is specialized in creating.” - Peng Zhong, 
CEO at Ignite (Cosmos Blog, May 2021).

As displayed in the table above, top interoperability networks have 
facilitated between ~$1 billion and ~$50 billion of cross-chain value 
transfer on a year to date basis. Unsurprisingly, cross-chain transfer 
volumes have tapered off significantly in the face of broad-based crypto 
market declines. In particular, volumes across Axelar, IBC, and Wormhole 
all declined significantly following the collapse of Terra and its UST 
stablecoin in May 2022. 

In addition to these metrics displayed above, several other universal 
interoperability networks (for which time series data were not publicly 
available or sourced through direct request) have facilitated significant 
value transfer. 

(i) Multichain has facilitated ~$86 billion in total value transfer since early 
2021.

Part 4: Quantifying the State of 
Interoperability



Interoperability Networks: 
Infrastructure for the Multi-Chain Future

50

COMMISSIONED BY2022

Research

(ii) Poly Network has facilitated ~$16 billion in total cross-chain value 
transfer since inception in August 2020.

(iii) Connext has facilitated ~$1.2 billion in total cross-chain value transfer 
since August 2021. 

Total Cross-Chain Transfer Counts

Total cross-chain transaction counts capture the raw amount of messages 
that interoperability networks are passing between their connected 
chains. As displayed in the table below, most networks are facilitating 
between ~10,000 to as many as ~10 million messages between chains on 
a monthly basis. Similar to trends in transacted value, message volumes 
declined significantly in the wake of Terra’s collapse. 

Visualizing the Emerging Cross-Chain Economy

Given the technical complexity associated with interoperability networks, 
visual representations can provide valuable insight into how these 
networks are functioning. 
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During the course of authoring this report, The Block Research identified 
the Axelarscan (Axelar) and MapofZones (Cosmos IBC) explorers as two 
of the most interactive resources that enable users to easily visualize 
cross-chain transaction flows. Among other uses, these websites can be 
used to view cross chain messages counts, cross-chain value transferred, 
and outbound vs inbound volumes across their ecosystems. Additionally, 
through the MapofZones interface, users can visualize the Cosmos IBC 
network topography to see which Cosmos blockchains have peer-to-peer 
connections with one or few chains and which chains have emerged as 
hubs with direct connections to as many as 40 different chains. 

Project Fundraising 
While the vast majority of interoperability projects are focused on 
cultivating decentralized and trust-minimized networks, their early 
stage development is being spearheaded by centralized development 
organizations. These development organizations tap the capital markets 
through a combination of equity financing and token sales to fund the 
development of their respective networks. 
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On a year to date basis, companies focused on developing interoperability 
networks have collectively raised ~$400 million in funding. 

Recent funding rounds and fundraising histories of top companies include: 

• In March 2022, LayerZero Labs, the company behind the LayerZero 
interoperability network, announced that it raised $135 million at a $1 
billion valuation in a round co-led by Sequoia Capital, FTX Ventures, 
and Andreessen Horowitz. The round came on top of a $6 million 
funding round in September 2021 and a $2 million funding round in 
April 2021 and brought the company’s cumulative funding to ~$143 
million. 

• In March 2022, Axelar raised $28.5 million in a token sale conducted 
on Coinlist. The funding came on top of a $35 million Series B that 
the company conducted in February 2022 which valued it at $1 
billion. Investors in the Series B included Polychain Capital and 
Dragonfly Capital. Other fundraises conducted by Axelar include a 
$25 million Series A in July 2021, a ~$4 million Seed round conducted 
in November 2020, and a ~$3 million strategic round conducted in 
November 2021. At the time of writing the company’s total funding 
stood at ~$95 million.
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• In April 2022, Nomad raised $22 million in a seed round led by 
Polychain Capital. The funding round valued the company at $225 
million. 

Native Tokens
Tokens are a useful means for incentivizing certain types of behavior 
in trust-minimized and decentralized networks. Accordingly, it is not 
surprising that several interoperability-related projects have launched 
(e.g., Cosmos, Multichain, Polkadot, Stargate, Synapse) or have explicitly 
announced plans to launch blockchain tokens (e.g., Axelar, Connext). 

Given the heterogeneous nature of interoperability solutions in the market 
(i.e., universal interoperability networks, cross-chain liquidity networks), 
the use cases of their related tokens and their related value drivers can 
differ significantly. Nonetheless, identifying their most common use cases 
can provide useful context. 
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These most common use cases include: (i) staking, (ii) paying transaction 
fees, (iii) governance, (iv) token burning, (v) supporting ecosystem growth, 
and (vi) accelerating paths to liquidity. 

Staking

Similar to proof-of-stake layer-1 networks, many interoperability networks 
have or will implement a variation of staking to incentivize community 
participation in their networks. Staking gives community participants 
explicit financial incentives (i.e., token rewards paid out of inflation) for 
validating cross-chain transactions. It also establishes explicit financial 
disincentives (i.e., slashing) to penalize community participants that fail to 
perform their validation duties or more directly try to subvert networks for 
their own personal gain. 

In the case of Cosmos and Polkadot, their native tokens are currently 
being staked to secure their respective networks (i.e., Cosmos Hub 
and Polkadot’s Relay Chain). At the time of writing, ~$2.5 billion worth 
of ATOM (~66% of circulating supply) and ~$4.6 billion worth of DOT 
(~52% of circulating supply) tokens were being staked by Cosmos 
Hub and Polkadot Relay Chain validators. In the case of stake-based 
interoperability networks, the upcoming launch of the AXL token is 
anticipated to formally kick off public staking of Axelar's network. 

All of the aforementioned networks (Axelar, Cosmos, Polkadot) employ 
delegated proof-of-stake models whereby token holders who are not 
actively participating in validating transactions (i.e. not running blockchain 
software) can delegate their tokens to active validators to participate in 
securing the network. 

While most of these networks employ traditional staking models whereby 
a validator’s voting power is directly proportional to the stake that it holds 
(and any stake delegated to it), Axelar recently launched a quadratic 
voting model whereby validators achieve less marginal voting power as 
the number of tokens they hold increases. Under quadratic voting, each 
validator’s voting power is equal to the square root of the delegated stake 
it accumulates with the goal of making it more difficult for one entity 
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to accumulate the requisite stake to maliciously sign transactions or to 
prevent the network from coming to agreement.

“We have been working to ensure the next generation of blockchains 
can interop with one another in a safe and secure manner. We always 
research new ways to improve security, functionality and interoperability 
on the Axelar network. The quadratic voting system revolutionizes 
security for our current and future users, ensuring industry wide 
scalability is realized.” - Sergey Gorbunov, Co-founder at Axelar (Axelar 
Press Release, September 2022). 

Transaction Fees

Most layer-1 networks require users to hold their respective native 
tokens (e.g., ETH, SOL, AVAX) to pay fees for submitting transactions. In 
contrast, many universal interoperability projects have signaled that they 
will not require users to pay transaction fees in their respective native 
tokens in order to provide the most seamless user experience. However, 
it is likely that transaction fees paid by users (likely in the native token of 
their source chains) will eventually be converted back to the native token 
of their respective interoperability networks and used to compensate 
validators for their services. 

Governance

As the majority of universal interoperability projects have the goal of 
becoming highly decentralized, using tokens to confer governance 
privileges to community members appears likely. While blockchain 
governance remains an active area of experimentation, some development 
communities have made significant progress in involving their 
communities in governance decisions. 

For example, Cosmos Hub has implemented several governance 
processes that involve the use of its native token. Such processes include:

(i) Requiring users to post a deposit of native tokens (currently 64 ATOM 
or ~$825 at current prices) to make governance proposals
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(ii) Requiring a minimal amount of the network's voting power (40% of 
total staked ATOM) to make said proposal valid. If the minimal amount of 
stake requirement is not met, any deposit amounts will be burned and the 
proposal would be deemed invalid

(iii) Requiring a simple majority (greater than 50%) of voting power to 
back the vote

(iv) Requiring less than 33.4% of participating votes to not veto a proposal 
in order for it to be accepted

Token burns

Digital asset exchange Binance was among the first to burn native tokens 
(i.e.,  permanently remove them from circulating supply) as a means 
of passing through the profits of its business to token holders. Since 
implementing its burning strategy, Binance has removed ~$4.2 billion 
(dollar amount calculated at time of burn) worth of its BNB token from 
circulating supply. Similarly, through its EIP-1559 upgrade, Ethereum’s 
protocol burns a portion of ETH which was used to pay transaction fees. 
At the time of writing ~$8.5 billion worth of ETH had been removed from 
circulating supply since the upgrade was activated in August 2021.  

Given that interoperability protocols are already processing a material 
amount of transaction volume, they are well positioned to employ similar 
value recycling strategies (should they decide it is in the best interest of 
their communities). 

“The future is unquestionably multi-chain, multi-rollup, and multi-layer. 
The only question is where value accrues.” - Spencer Noon, Co-founder 
& General Partner at Variant Fund (Twitter, July 2022)

As displayed in the graphic below, Axelar Foundation is considering a fee 
mechanism whereby user transaction fees (typically paid in source chain 
native tokens) will be converted to its native token, AXL. Once converted, 
native tokens could be paid directly to validators to compensate them for 
their services or they will be burnt to distribute these economic benefits 
to all holders of the AXL token - not just those participating in consensus. 
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Ecosystem Growth

Blockchain developer time is a valuable and scarce resource. Hence, 
diverting a portion of native tokens to incentivize developer adoption has 
emerged as a popular method for bootstrapping ecosystem growth for 
many blockchain communities. Many layer-1 networks have announced 
ecosystem funds in the hundreds of millions of dollars (many of which 
are funded with native tokens) to support ecosystem growth initiatives. 
All signs point to interoperability networks pursuing a similar strategy to 
bootstrap adoption of their networks.  

Accelerated Paths to Liquidity

Universal interoperability development organizations have raised 
significant funding from venture capital firms. Over the near to medium 
term, liquidity generation events (e.g., acquisitions, initial public offerings) 
for these organizations appear unlikely. Accordingly, allocating liquid 
blockchain tokens to mission critical early supporters (e.g., venture 
capital investors and protocol development teams) would grant these 
stakeholders accelerated paths to liquidity, if desired. 
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What risks come with token launches?

While token launches can clearly help development organizations achieve 
many of their goals, they do come with risk - the most obvious being 
regulatory risk.

In the United States, the Securities and Exchange Commission (SEC) 
has yet to issue formal guidance as it relates to most blockchain-
based tokens. Generally speaking, the digital assets community has 
been “reading the tea leaves” and trying to piece together the SEC’s 
stance based on its historical actions. Nonetheless, there is wide 
ranging consensus at the SEC that many digital assets qualify as 
investment securities. Accordingly, how tokens are distributed, how their 
tokenomic models are structured, and how quickly their networks can 
become “sufficiently decentralized” will all be critical considerations for 
development organizations launching tokens.
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Challenges for Adoption
Despite their rapid increase in adoption and signs of product market fit, 
interoperability networks face several challenges to mainstream adoption. 

Chief among these are their (i) lingering security concerns, and (ii) need 
for application developer buy-in. 

Lingering Security Concerns

Continued investment in third party audits, sustained efforts to increase 
decentralization, and major financial support from interoperability network 
backers are all mitigating risks that users face when making cross-chain 
transactions.  

Nonetheless, as interoperability networks support more cross-chain 
transaction value, the risks associated with potential security exploits are 
poised to continue increasing in nominal dollar terms. The aforementioned 
network exploits have eroded trust in many bridging solutions and 
showcase how difficult it can be to secure cross-chain value transfer in 
live production environments - even when protocols go through rigorous 
audits. 

Application Developer Buy-In

Deploying decentralized applications requires knowledge of smart 
contracting languages which differ across different layer-1 and layer-2 
networks. For example, Solidity has emerged as the de-facto language for 
launching decentralized applications on Ethereum. Rust has emerged as 
the de-facto language for launching decentralized applications on Solana. 

While interoperability networks are facilitating cross-chain communication 
and making it easier for developers to tap into products and services on 
other chains without having to learn multiple programming languages, the 
concept of integrating cross-chain messaging into applications is still a 
relatively new concept for application developers.  
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To date, the choice for many blockchain application developers has been 
“which smart contract language should I learn and which chain should 
I deploy on”? Getting application developers to “think cross-chain” and 
leverage the full stack of interoperability solutions at their disposal is 
expected to take significant time. 

Catalysts for Adoption
Despite these challenges, there are several secular trends in motion 
which support increased adoption of universal interoperability networks. 
Chief among these are (i) user experience improvements, (ii) accelerating 
network effects, and (iii) the secular trend towards more blockchains and 
more crypto assets. 

User Experience Improvements

While layer-1 bridges were primarily adopted by users to move their 
individual assets cross-chain, universal interoperability solutions are 
poised to be adopted by application developers as they craft their user 
experiences. 

“It is our very firm belief that 95% of bridging volume 6-18 months 
from now will be driven at the application level vs the current status 
quo where almost 100% of it is driven at the user level … UAs [user 
applications] can now own the entire cross-chain interaction and 
retain the user in their UI.” - Bryan Pellegrino, Co-Founder and CEO at 
LayerZero Labs (Twitter, November 2021)

Accordingly, integrating cross-chain transactions directly into applications 
is expected to  abstract away many of the frictions which are plaguing 
users today. In the coming months and years, it is likely that users will 
not even be aware of which interoperability solution their applications are 
using. Furthermore, developer experiences continue to improve. SDKs and 
application programming interfaces (APIs) have become a core offering of 
interoperability development organizations that are enabling developers 
to easily tap into these interoperability networks. 
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Accelerating Network Effects

Similar to most other networks, the value that interoperability protocols 
can provide is poised to increase with the number of chains that they 
connect. All else equal, the more chains that these networks connect 
and the more users which are relying on them to pass messages cross-
chain, the more valuable a solution they are on the whole. To date, most 
universal protocols have connections to one or few of the top blockchain 
ecosystems, but they have been rapidly adding support for new chains 
and assets. They have significant financial resources to continue doing so.  

Secular Trend: More Chains, More Crypto Assets

The unwavering trend of more layer-1 and layer-2 blockchains being 
launched is an organic catalyst for interoperability networks. 

The layer-1 ecosystem expanded significantly in 2021 with networks such 
as Avalanche, BNB Chain, and Solana building out large application and 
user bases. The layer-2 network landscape is at an inflection point of 
adoption with networks such as Arbitrum, Optimism and StarkNet seeing 
material user adoption. And still, more chains are emerging. In the layer-1 
sphere, both Aptos and Sui have generated material levels of interest from 
investors and users. 
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In conjunction with the launch of these new blockchains, the gross 
number of crypto assets continues to grow regardless of what market 
cycle digital assets may be in. According to blockchain data provider 
coinmarketcap.com, there are ~20,000 fungible crypto assets in 
circulation across dozens of layer-1 and layer-2 blockchains. According 
to NFT data provider Non-Fungible.com, there are ~36 million NFTs in 
circulation. All signs point to more and more users desiring to deploy 
assets cross-chain as blockchain ecosystems expand. 

Conclusion
Cross-chain interoperability protocols have historically been considered 
a “nice to have” or a “consideration for tomorrow”. But the proliferation of 
multi-chain development is making them critical infrastructure for today’s 
users. 

Today’s interoperability landscape is heterogeneous. It spans universal 
interoperability networks, layer-1 bridges, layer-2 bridges, and cross-
chain liquidity networks - all of which are solving di!erent problems for 
their respective target users. Security mechanisms employed by di!erent 
networks can di!er significantly with related impacts on users and 
application developers. 

Given their support for arbitrary data transfer and expanding breadth of 
connections, universal interoperability networks are poised to become 
critical infrastructure for the multi-chain ecosystem. Many of them were 
deployed in just the past 18 months and have already facilitated billions 
of dollars of cross-chain volume,  added support for dozens of di!erent 
layer-1 and layer-2 networks, and are well underway improving multi-chain 
experiences for developers and users alike. 

While the operation of most interoperability networks today typically 
involves material participation from their related development 
organizations, that is poised to change over the coming months and 
years as they democratize participation in their networks. Native tokens 
are expected to play an important role in bootstrapping community 
participation and enhancing network security along the way.
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Few things in the blockchain ecosystem are predictable. But at this point, 
more blockchains and more crypto assets being launched appears highly 
likely. Interoperability protocols or “networks of networks” that facilitate 
communication and value transfer between these chains are already 
playing a critical role in making this multi-chain landscape navigable for 
both users and developers.  
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